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Department of Computer Science & Engineering and Information Technology

CYBER CRIME INVESTIGATIONS AND DIGITAL FORENSICS
640211

UNIT I
INTRODUCTION: Introduction and Overview of Cyber Crime. Nature and Scope of
Cyber Crime. Types of Cyber Crime: Social Engincering. Categorics of Cyber Crime.
Property Cyber Crime.

§ UNIT 11

' 4 CYBER CRIME ISSUES: Unauthorized Access to Computers. Computer Intrusions.
White collar Crimes, Viruses and Malicious Code. Internet Hacking and Cracking.
Virus Attacks, Pomography, Software Piracy. Intcllcctual Property. Mail Bombs.
Exploitation .Stalking and Obscenity in Internet. Digital laws and legislation, Law
Enforcement Roles and Responses.

UNIT I
INVESTIGATION: Introduction to Cyber Crime Investigation. Investigation Tools.

eDiscovery, Digital Evidence Collection, Evidence Preservation. E-Mail Investigation.
E-Mail Tracking, IP Tracking, E-Mail Recovery. Hands on Case Studies. Encryption
and Decryption Methods. Search and Seizure of Computers, Recovering Deleted
Evidences, Password Cracking.

N UNIT IV
3 DIGITAL FORENSICS: Introduction to Digital Forensics. Forensic Software and

Hardware. Analysis and Advanced Tools. Forensic Technology and Practices. Forensic
Ballistics and Photography, Face, Iris and Fingerprint Recognition. Audio Video
Analysis, Windows System Forensics, Linux System Forensics, Network Forensics.

UNIT V
LAWS AND ACTS: Laws and Ethics, Digital Evidence Controls, Evidence Handling

| Procedures, Basics of Indian Evidence ACT IPC and CrPC . Electronic Communication
) Privacy ACT, Legal Policies.

Recommended Books:
i l. Nelson Phillips and Enfinger Steuart, "Computer Forensics and Investigations",
Cengage Leamning, New Delhi. 2009.
4 2. Kevin Mandia, Chris Prosise, Matt Pepe. "Incident Response and Computer Forensics
", Tata McGraw -Hill, New Delhi. 2006
3. Robert M Slade." Software Forensics", Tata McGraw - Hill. New Delhi, 2005,
4 Bgmadcttﬂ H Schell. Clemens Martin, "Cybercrime". ABC — CLIO Ine, California,
2004. :
5. "Understanding Forensics in IT ", NIIT Ltd, 2005

g COURSE OUTCOMES
. = After completion of this course. the students would be able to:
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ADHOC & SENSOR BASED NETWORKS
620115

UNIT 1
Introduction to Mobile Adhoc Networks, Technologies for Ad Hoc Network. Issues in
Ad hoc wireless Networks, IEEE 802.11 Architecture and protocols, Protocol for
Adhoc Wireless Network. Issucs and classification of MAC protocol.

UNIT 11
Transport layer & Security protocols: Issues in designing transport laver protocols, TCP
over Adhoc Wireless Networks, Network Security Attacks and Key management.

UNIT 111
Wired Sensor Networks: Basic Sensor Network Architectural Elements, Applications
of Sensor Networks. Comparison with Adhoc Wireless Networks, Challenges and
Hurdles. Architecture of WSNs. Hardware components. Operating systems and
execution cnvironments, some examples of sensor nodes. Network Architecture, Sensor
networks scenarios. Optimization goals. Design principles for WSNs.

UNIT IV
Communication protocols: Physical Laver and Transceiver design considerations in
WSNs. Fundamentals of (wireless) MAC protocol. Address and name management in
wireless sensor networks. Localization and positioning.

UNIT V
Routing Protocols-Dynamic Source Routing (DBR). Adhoc Distance Vector (AoDV)
routing, Multicasting Routing issues. Data Dissemination and Gathering, Routing
Challenges and Design Issues in Wireless Environment, Routing Strategies in Wireless
Sensor Networks, QoS in wireless sensor networks, Coverage and deplovment.

Recommended Books:

I.  Ad HOC Wireless Networks: Architectures & Protocols by C Siva Ram Murty & BS
Manoj 2nd Ed, Pearson Education.

2. Adleshein & Gupta. “Fundamentals of Mobile and Pervasive Computing”, TMH, 2005,

Handbook of Ad Hoc wireless network, By Mohamed Illayas, CRC press.

4. Protocols and Architectures for Wircless Sensor Networks. By Holger Karl, John Wiley
& Sons.

3. Wireless Sensor Networks Technology. Protocols. and applications by Kazem Sohraby,
Daniel Minoli, Taieb Znati, John Willey & Sons.

e

COURSE OUTCOMES
After completion of this course, the students would be able to:
COLl: list various design and implementation issues and available solutions of mobile adhoc
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